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1 Introduction

This document contains a short description of the Proxy Sniffer architecture (chapter 2),
followed by detailed descriptions of all programs and utilities delivered with the Proxy Sniffer
product (chapter 3). Chapter 3.5 also contains information about how to install Proxy Sniffer i
or Exec Agents i on Unix-like systems.

In addition, this document contains information about scripting load test programs (chapter 4),
and tuning load releasing systems (chapter 5).

At the end of the document, you will find a list of all supported time zones (chapter 6), as well
as a list of the most important Proxy Sniffer files, including descriptions (chapter 7).

2 The Proxy Sniffer Architecture

Image 1: Web Surfing Session Recording
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The product contains four integrated server types:

1. The Proxy Sniffer Server. Acts as special proxy server and is able to record entire
Web surfing sessions, which are stored inside its transient memory. This special proxy
server decrypts HTTPS connections automatically, on-the-fly, by using built-in SSL
tunnels. Cascading the Proxy Sniffer Server with an (already existing) outgoing proxy
server is supported. In case NTLM authentication or HTTPS client certificates are
required for (target) Web server authentication, these authentication elements can be
loaded into the Proxy Sniffer Server, enabling the Proxy Sniffer Server to perform
authentication against the (target) Web server i instead of the Web browser.
Recording a Web surfing session over several target Web servers is also supported.
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2. The Web Admin Server. GUI. This is a thin HTTP Web server which retrieves its
static contents directly from prxsniff.jar. It is used to control the Proxy Sniffer Server,
and to manage its recorded data by offering a graphical user interface, or GUI. The
Web Admin Server displays the (transient) data of a recorded Web surfing session on
its GUI, and supports storing/loading Web surfing sessions to/from disk (*.prxdat files).
In addition, it supports the generation and compilation of load test programs (*.java),
the starting and controlling of load test jobs, and the reading and display of load test
result files (*.prxres files).

3. The Exec Agent Server. Executes load test programsa s i Jandveoks closely
with the Web Admin Server. One Exec Agent Server is able to run several load test
jobs at the same time by using its own virtual Java CPU for each load test job. The
communication between the Web Admin Server and the Exec Agent Server usually
runs over plain TCP/IP connections (port 7993). Alternatively, this communication can
be performed via HTTP or HTTPS tunneling over outgoing proxy servers - a feature
which allows communication with external Exec Agent Servers located on (external)
hosting centers.

4. The Cluster Job Controller. Executes | oad test pr.ofgerams as |
controller is able to distribute (and split) a single load test program over an unlimited
number of Exec Agent Servers, and is able to merge the load test results of all of the
Exec Agents into a single unified result. The Cluster Job Controller works closely with
the Web Admin Server and the Exec Agent Server(s), and must be started on the host
running the Web Admin Server. Several Cluster Jobs can run at the same time by
using the same, or a different collection of, Exec Agent Servers.

All these four types of servers can be started individually on Windows as well as on Unix-like
systems.

Note: on Windows systems, all four servers can be locally started all at once by clicking on the
installed desktop-i con AProxy Sniffer Servero.
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To run heavy load tests with hundreds or thousands of virtual users, we recommend that
you combine several Exec Agent Serversint o a vi rt ual AExec Agent CIl uc

product is ablbat a0 hlamad et disdtbparemt o the User,tinghle y
same manner as load tests started from a single host.
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